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Threats to Critical Infrastructure

▪ America remains at risk 

from a variety of threats

including:

▪ Acts of Terrorism

▪ Cyber Attacks

▪ Extreme Weather

▪ Pandemics

▪ Accidents or Technical 

Failures
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Critical Infrastructure Significance
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▪ Critical Infrastructure refers 

to the assets, systems, and 

networks, whether physical 

or cyber, so vital to the 

Nation that their 

incapacitation or 

destruction would have a 

debilitating effect on 

national security, the 

economy, public health or 

safety, and our way of life   
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16 Sectors & Sector Risk 

Management Agencies 
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Protective Security Advisors

▪ Protective Security Advisors (PSA) are field-deployed 

personnel who serve as critical infrastructure security 

specialists

▪ State, local, tribal, territorial (SLTT) and private sector link to 

DHS infrastructure protection resources

▪ Coordinate vulnerability assessments, training, and other 

DHS products and services

▪ Provide a vital link for information sharing in steady state and 

incident response

▪ Assist facility owners and operators with obtaining security 

clearances

6
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Protective Security Advisors - Mission
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OUTREACH ACTIVITIES
PSAs conduct outreach activities with critical infrastructure owners and 

operators, community groups, and faith-based organizations in support of 

CISA priorities.

SURVEYS AND ASSESSMENTS
PSAs conduct voluntary, non-regulatory security surveys and assessments on 

critical infrastructure assets and facilities within their respective regions.

SPECIAL EVENT SUPPORT
PSAs support Federal, State, and local officials responsible for planning, leading, 

and coordinating NSSE and SEAR events.

INCIDENT RESPONSE
PSAs plan for and, when directed, deploy in response to natural or man-made 

incidents.

BOMBING PREVENTION AND AWARENESS
PSAs work in conjunction with CISA’s Office for Bombing Prevention by 

coordinating training and materials for partners to assist in deterring, detecting, 

preventing, protecting against, and responding to improvised explosive device 

threats.
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Security Approach

8

• Think in terms of “rings of security” – a Layered Defense 
(to Deter, Detect, Delay, Defend/Respond)

• Physical – Think equipment & people (e.g., locks, 
cameras, lighting, security force, etc.)

• Procedural – Think plans, operating procedures, training, 
and exercises

• Intelligence – Awareness of what can be elicited about the 
facility from publically available sources (e.g., internet, 
observation, etc.)

• Risk = Consequence X Vulnerability X Threat

• Make Decision = Avoid, Reduce, Transfer, or Accept

• Reduce risk (“buy it down”) to the greatest degree 
possible with the resources you have available

Layered

Assess Risk

Goal
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Physical Security Across Layers

9



TLP:WHITE

Gregory A. Howard

September 11, 2023

Physical Security Assessments
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▪ Infrastructure Survey Tool (IST) = CISA (PSA)

▪ Security Assessment at First Entry (SAFE) = CISA (PSA)

▪ Self Assessments (Web Based Available to All) = 

▪ School Security Assessment Tool (SSAT)

▪ House of Worship Security Self-Assessment (HOWSSA)

▪ Mass Gatherings Security Planning Tool (MGSPT)

▪ Vehicle Ramming Self-Assessment Tool (VRSAT)
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Infrastructure Survey Tool

▪ The Infrastructure Survey Tool (IST) is a web-based 

vulnerability survey tool that applies weighted scores 

to identify infrastructure vulnerabilities and trends 

across sectors

▪ Facilitates the consistent collection of security 

information

11

▪ Physical Security

▪ Security Force

▪ Security Management

▪ Information Sharing

▪ Protective Measures

▪ Dependencies
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IST Data Categories

▪ Facility Information

▪ Contacts

▪ Facility Overview

▪ Information Sharing*

▪ Protective Measures 

Assessment*

▪ Criticality*

▪ Security Management 

Profile*

▪ Security Areas/Assets

▪ Physical Security*

▪ Building Envelope

▪ Vehicle Access Control

▪ Parking

▪ Site’s Security Force

▪ Intrusion Detection 

System (IDS)/Close 

Circuit Television 

(CCTV)

▪ Access Control

▪ Security Lighting

▪ Additional DHS Products 

and Services

▪ Criticality Appendix

▪ Images

▪ Security Force*

▪ Cyber Vulnerability

▪ Dependencies*

12

* Comparative analysis provided
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IST Deliverables

▪ Generates the Protective Measures Index and Resilience 

Measurement Index

▪ The tool allows CISA and facility owners and operators to:

▪ Identify security gaps

▪ Compare a facility’s security in relation to similar 

facilities

▪ Track progress toward improving critical infrastructure 

security

13
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IST Dashboards

▪ Survey and assessment information is shared with owners and 

operators through interactive dashboards

▪ Dashboards allow users to explore the impacts of potential 

improvements to their security and resilience status

14
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SAFE Tool

▪ The Security Assessment at First Entry (SAFE) tool is 

designed to assess the current security posture and identify 

options for facility owners and operators to mitigate relevant 

threats

▪ SAFE may be better suited for facilities such as rural county 

fairgrounds, houses of worship with only weekend services 

and few members, and small health clinics

15
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Protected Critical Infrastructure 

Information Program

▪ The Protected Critical Infrastructure Information (PCII) 

Program protects critical infrastructure information 

voluntarily shared with the federal government for 

homeland security purposes

▪ PCII protects from release through:

▪ Freedom of Information Act disclosure requests

▪ State, local, tribal, territorial disclosure laws

▪ Use in civil litigation

▪ Use for regulatory purposes

16
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Submitters of PCII

▪ Examples of organizations who submit information for 

PCII protections are:

▪ Critical infrastructure owners and operators

▪ State, local, tribal, territorial governments

▪ Collaborative homeland security working groups

17
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Qualifications for PCII Protections

▪ To qualify for PCII protections, 

information must be related to the 

security of the critical infrastructure 

and a submitter must attest the 

information is:

▪ Voluntarily submitted

▪ Not customarily found in the public 

domain

▪ Not submitted in lieu of compliance 

with any regulatory requirement

18
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Counter-IED Risk Mitigation Training
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CISA’s Office for Bombing Prevention delivers a diverse curriculum of accredited 

training to build nationwide C-IED awareness and capabilities among stakeholders.

OBP is accredited by the 

International Association for 

Continuing Education and Training 

(IACET) to issue the IACET 

Continuing Education Unit (CEU).

Diverse Curriculum

Participants
▪ State and local law 

enforcement

▪ Federal agencies

▪ First responders and First 

Receivers 

▪ Private sector partners

Access Training
▪ In-Person Instructor Led Training – 9 courses

▪ Virtual Instructor-Led Training – 6 courses

▪ Web-Based Training – 5 courses

Diverse curriculum of training designed to build counter-IED core 

capabilities, such as

Access courses at www.cisa.gov/bombing-prevention-training-courses 

▪ IED Awareness

▪ VBIED Detection

▪ Bomb Threats

▪ Surveillance Detection

▪ Protective Measures

▪ Suspicious Items/Activity
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C-IED Awareness Products
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Bomb Threat Guidance Products
Ex. DHS-DOJ Bomb Threat Guidance

Posters
Ex. Common Household Products 

Advisory

Awareness Cards
Ex. VBIED Identification Guide

Protection Guides
Ex. Sports and Entertainment Venues 

Bombing Solutions Portfolio

Informational Videos
Ex. What to Do – Bomb Threat

Customized C-IED Products
Ex. Bombing Prevention Lanyard Cards

C-IED Awareness Products can be accessed at: https://www.cisa.gov/counter-ied-awareness-products 

Awareness products provide federal, state, local, and private sector partners on the front-

lines with knowledge, tools, resources to protect property and save lives.
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Bomb Threat Resources

21
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Training Video Series
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Homeland Security Information 

Network

▪ The Homeland Security Information Network (HSIN) is 

DHS’s primary technology tool for trusted information 

sharing

23

Daily Operations Incident Support
Planned Events 

& Exercises
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“If You See Something, Say 

Something”

To become a partner, send an email to:

seesay@hq.dhs.gov

For more information visit:

www.dhs.gov/see-something-say-something 

24

“If You See Something, Say Something™” 

is a national anti-terrorism campaign that 

raises public awareness of the indicators 

of terrorism and terrorism-related crime, as 

well the importance of reporting suspicious 

activity to state and local law enforcement
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Active Shooter Attacks
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▪ Active Shooter Preparedness materials available from CISA 

include:

▪ “How to Respond” resource materials

▪ Preparedness videos and training links

▪ Emergency action planning tools and templates

▪ https://www.cisa.gov/active-shooter-preparedness

https://www.cisa.gov/active-shooter-preparedness
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Active Shooter Preparedness Brief
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Active Shooter Preparedness Webinar

▪ Two-hour, virtual webinars conducted periodically.

▪ Focus on: 

▪ Discussing the elements of active shooter incident response planning with guidance 

from expert instructors;

▪ Describing common behaviors, conditions, and situations associated with active 

shooter events; 

▪ Discussing how to recognize potential workplace violence indicators; and

▪ Providing information about best practices, communications protocols, and 

resources that will assist stakeholders to develop or enhance their emergency 

planning, preparedness, and response to active shooter incidents. 

▪ Modules from the pre-COVID day-long workshops can be downloaded from 

DHS. (See https://www.cisa.gov/active-shooter-workshop-participant.)

▪ Check with PSA for offerings.

27

https://www.cisa.gov/active-shooter-workshop-participant


TLP:WHITE

Gregory A. Howard

September 11, 2023

Power of Hello

28https://www.cisa.gov/employee-vigilance-power-hello 

https://www.cisa.gov/employee-vigilance-power-hello
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Employee Vigilance and De-Escalation

https://www.cisa.gov/employee-vigilance-and-de-escalation 

• Recognize

• Assess

• De-escalate

• Report

https://www.cisa.gov/employee-vigilance-and-de-escalation


TLP:WHITE

Gregory A. Howard

September 11, 2023
30

Insider Threat Mitigation

https://www.cisa.gov/insider-threat-mitigation-resources-and-tools 

• Develop Insider 

Threat Program

➢ Define

➢ Detect

➢ Assess

➢ Manage

https://www.cisa.gov/insider-threat-mitigation-resources-and-tools
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CISA Tabletop Exercise Packages (CTEP) 

▪ “Tabletop Exercise (TTX) in a Box” 

▪ Exercise Planner Guidance

▪ Welcome Letter

▪ Exercise Planner Handbook

▪ Facilitator and Evaluator Handbook

▪ Exercise Planner Feedback Form

▪ Exercise Design Templates

▪ Invitation Letter

▪ Exercise Brief Slide Deck

▪ Situation Manual

▪ Participant Feedback Form

▪ After-Action Report

▪ Exercise Scenarios

▪ Cyber/Active Shooter/Vehicle Ramming

▪ Complex Coordinated Attack 

(Active Shooter & IED)

31https://www.cisa.gov/cisa-tabletop-exercise-packages 

https://www.cisa.gov/cisa-tabletop-exercise-packages
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Cybersecurity Resources

32

▪ Cybersecurity Advisor Program

▪ Cybersecurity Assessments

▪ Response Assistance
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Cybersecurity Advisor Program

33

▪ Cybersecurity Advisors (CSA) offer assistance to help prepare 

and protect private sector entities and governments from 

cybersecurity threats

▪ Assess: Evaluate critical infrastructure cyber risk

▪ Promote: Encourage best practices and risk mitigation strategies

▪ Build: Initiate, develop capacity, and support cyber communities-

of-interest and working groups

▪ Educate: Inform and raise awareness

▪ Listen: Collect stakeholder requirements

▪ Coordinate: Bring together incident support and lessons learned
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CISA Cybersecurity Services (No Fee)

34
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Response Assistance

▪ Remote and on-site assistance

▪ Malware analysis (www.malware.us-cert.gov)

▪ Incident coordination

35
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Cyber Incident Reporting

▪ CISA Watch provides real-time threat analysis and 

incident reporting capabilities

▪ To report an incident or find out more about the CISA 

Cyber Service Offerings, contact the service desk at 

CISAServiceDesk@cisa.dhs.gov

▪ You should report all suspected or confirmed cyber 

attacks or incidents that:

▪ Affect core critical infrastructure functions

▪ Result in the loss of data, system availability, or system 

control

▪ Indicate malicious software is present on critical systems

36
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PSA/CSA Ohio Contact Info
PSAs

• Cleveland 

(Yellow) -

     PSA Jon

     Richeson

• Columbus 

(White) - 
SPSA Patrick

Shaw

• Cincinnati 

(Green) – 
PSA Gregory

Howard

➢ (202) 495-9082
Jonathan.Richeson@cisa.dhs.gov 

➢ (216) 410-3718
patrick.shaw@hq.dhs.gov 

➢ (513) 526-1018
gregory.howard@hq.dhs.gov 

CSAs

• Ohio – 
     Terin Williams

     Spencer Wood

➢ (614) 314-7793 
terin.williams@cisa.dhs.gov 

➢ (202) 793-4498 
Spencer.wood@cisa.dhs.gov 

mailto:Jonathan.Richeson@hcisa.dhs.gov
mailto:patrick.shaw@hq.dhs.gov
mailto:gregory.howard@hq.dhs.gov
mailto:terin.williams@cisa.dhs.gov
mailto:Spencer.wood@cisa.dhs.gov
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Questions?

For more information:

cisa.gov

Gregory Howard

Protective Security Advisor

513-526-1018

Gregory.howard@hq.dhs.gov
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Active Shooter Incidents

(2000 – 2019)

FBI - Active Shooter Incidents 20-Year Review from 2000 to 2019

https://www.fbi.gov/file-repository/active-shooter-incidents-20-year-review-2000-2019-060121.pdf/view 

40

https://www.fbi.gov/file-repository/active-shooter-incidents-20-year-review-2000-2019-060121.pdf/view


Active Shooter Incidents

(2021 vs. 2022)

FBI Report. Active Shooter Incidents in the United States in 2022 (Apr 2023)
41



Active Shooter Incidents – U.S.

(2000 - 2019)
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FBI - Active Shooter Incidents 20-Year Review from 2000 to 2019

https://www.fbi.gov/file-repository/active-shooter-incidents-20-year-review-2000-2019-060121.pdf/view 

https://www.fbi.gov/file-repository/active-shooter-incidents-20-year-review-2000-2019-060121.pdf/view


Active Shooter Incidents

(2018 – 2022)

FBI Report. Active Shooter Incidents in the United States in 2022 (Apr 2023)

43



Active Shooter Incidents – Casualties

(2018 - 2022)

FBI Report. Active Shooter Incidents in the United States in 2022 (Apr 2023)
44



Active Shooter Incidents

(2000 – 2019)
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FBI - Active Shooter Incidents 20-Year Review from 2000 to 2019

https://www.fbi.gov/file-repository/active-shooter-incidents-20-year-review-2000-2019-060121.pdf/view 

https://www.fbi.gov/file-repository/active-shooter-incidents-20-year-review-2000-2019-060121.pdf/view


Active Shooter Incidents - Locations

(2022)

FBI Report. Active Shooter Incidents in the United States in 2022 (Apr 2023) 46



Active Shooter Incidents – Geographic Locations

(2022)

FBI Report. Active Shooter Incidents in the United States in 2022 (Apr 2023)
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Active Shooter Incidents – Highest Casualties

(2022)
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FBI Report. Active Shooter Incidents in the United States in 2022 (Apr 2023)



Active Shooter Incidents – Day of the Week

(2022)

FBI Report. Active Shooter Incidents in the United States in 2022 (Apr 2023)

49



USSS Mass Attacks in Public Spaces

(2016 - 2020)
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USSS National Threat Assessment Center Mass Attacks in Public Spaces: 2016-2020 

Mass Attacks in Public Spaces: 2016 - 2020

https://lnks.gd/l/eyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDEsInVyaSI6ImJwMjpjbGljayIsImJ1bGxldGluX2lkIjoiMjAyMzAxMjUuNzAzNzE5MTEiLCJ1cmwiOiJodHRwczovL3d3dy5zZWNyZXRzZXJ2aWNlLmdvdi9zaXRlcy9kZWZhdWx0L2ZpbGVzL3JlcG9ydHMvMjAyMy0wMS91c3NzLW50YWMtbWFwcy0yMDE2LTIwMjAucGRmIn0.d3ddyQmlYTY2_tLijz3wwNX9oET-nA8_Z9HNPe1XMjU/s/1475139086/br/153377924148-l


USSS Mass Attacks in Public Spaces

(2016 - 2020)

51

USSS National Threat Assessment Center Mass Attacks in Public Spaces: 2016-2020 

Mass Attacks in Public Spaces: 2016 - 2020

▪ Total of 173

– 92
   No Known 
   Affiliation

– 76   
   Affiliated 
   w/Site

– 5 
 Combination 
   of the two

https://lnks.gd/l/eyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDEsInVyaSI6ImJwMjpjbGljayIsImJ1bGxldGluX2lkIjoiMjAyMzAxMjUuNzAzNzE5MTEiLCJ1cmwiOiJodHRwczovL3d3dy5zZWNyZXRzZXJ2aWNlLmdvdi9zaXRlcy9kZWZhdWx0L2ZpbGVzL3JlcG9ydHMvMjAyMy0wMS91c3NzLW50YWMtbWFwcy0yMDE2LTIwMjAucGRmIn0.d3ddyQmlYTY2_tLijz3wwNX9oET-nA8_Z9HNPe1XMjU/s/1475139086/br/153377924148-l


TLP:WHITE

Presenter’s Name

September 11, 2023

FEMA Nonprofit Security Grant Program

52

https://www.fema.gov/grants/preparedness/nonprofit-security 

• Notice of 

Funding 

Opportunity 

(NOFO) -

    27 Feb 2023

• Deadline to Ohio 

EMA = 

13 Apr 2023

• Max = $150,000

https://www.fema.gov/grants/preparedness/nonprofit-security
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State of Ohio Security Grant (OSG)

53

https://ema.ohio.gov/PreparednessGrants_OSG.aspx 

• Notice of 

Funding 

Opportunity 

(NOFO) -

    14 Sep 2022

• Deadline to Ohio 

EMA = 

12:00 PM;

4 Nov 2022

• Max = $100,000

https://ema.ohio.gov/PreparednessGrants_OSG.aspx
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